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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

DANIEL J. BERNSTEIN,

Plaintiff, No. C 95-0582 MHP
V.
UNITED STATES DEPARTMENT OF
MEMORANDUM AND ORDER
COMMERCE, et d., Motionsfor Summary Judgment
Defendants.

Faintiff Danie Berngein filed a second supplemental complaint in this action dleging that export
regulations administered by defendant United States Department of Commerce arein violation of the Firdt,
Fourth and Fifth Amendments, both facidly and as gpplied to plaintiff’ s cryptographic research. Among
other claims, Berngtein aleges that the revised regulations are impermissibly content-based, condtitute a
prior restraint, and are vague and overbroad. Defendants now bring amotion to dismiss, or in the
dternative for summary judgment,! and plaintiff brings a crossmotion for summary judgment. Having

considered the arguments presented, and for the reasons set forth below, the court rules asfollows.

BACKGROUND?

Berngtein is an associate professor in the Department of Mathematics, Statistics, and Computer
Science at the Univergty of Illinoisat Chicago. Bernstein Dec. Supp. Pl.’sMoat. Summ. J. 7. Berngein's
research interests include cryptography, afield of gpplied mathematics that uses computer programs to
encrypt electronic communications. Encryption converts a set of datainto code, which can ensure data

integrity, authenticate users, link messages to their senders, and maintain confidentidity.
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Initidly, the Arms Export Control Act, 22 U.S.C. § 2278, and the Internationd Traffic in Arms
Regulations (“ITAR”), 22 C.F.R. 88 120-30, limited the export of encryption items. All items placed on
the United States Munitions List (“USML") required a license for export. An exporter could submit an
item to the United States Department of State under a* commodity jurisdiction procedure’ to determine
whether the item was controlled by ITAR. On June 30, 1992, Bernstein submitted source code for an
encryption agorithm he called “ Snuffle” together with accompanying papers explaining the program, to the
Department of State. The Department of State determined that “ Snuffle” was a defense article subject to
the USML, and thus required alicense for export.

In 1995, Berngtein brought this action againgt the Department of State and individualy named
defendants seeking declaratory and injunctive rdlief from enforcement of the Arms Export Control Act and
ITAR on the grounds that they were uncondtitutiond on their face and as gpplied to him. This court denied
defendants’ motion to dismiss and held that for purposes of Firs Amendment analys's, source code is
speech. Berngein v. United States Dept. of State, 922 F. Supp. 1426, 1436 (N.D. Cal. 1996).

Subsequently, on cross-moations for summary judgment, this court held that the ITAR licenang scheme with
regard to encryption items was an uncongtitutiond prior restraint. Berngtein v. United States Dept. of State,
974 F. Supp. 1288, 1290 (N.D. Cdl. 1997). This court also held that two license exceptions were void for

vagueness. 1d. at 1294.

In November 1996, before this court issued its order on the cross-motions for summary judgment,
the President of the United States trandferred jurisdiction over the export of nonmilitary encryption products
to the United States Department of Commerce. Exec. Order No. 13,206, 61 Fed. Reg. 58,767 (Nov. 15,
1996). The trandferred encryption items were thereafter subject to the Export Administration Regulations
(“EAR"), 15C.F.R. 88 730 &t seg.. On December 30, 1996, the Bureau of Export Adminisiration, now
the Bureau of Industry and Security (“BIS’), issued an interim rule on export of encryption items. 61 Fed.
Reg. 68,572 (Dec. 30, 1996). Berngtein supplemented his complaint to add the new rule and the
Department of Commerce as adefendant. On cross-motions for summary judgment, this court held that
the regulation of encryption items, which was identical in effect to the ITAR requirements, condtituted an
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uncongtitutional prior restraint on speech. Berngtein v. United States Dept. of State, 974 F. Supp. 1288,

1308 (N.D. Cal. 1997). The court then granted declaratory and injunctive rdlief. 1d. at 1310.

On gpped to the Ninth Circuit, the panel upheld this court’s 1997 decision. Specifically, the pand
held that “ encryption software, in its source code form and as employed by those in the field of
cryptography, must be viewed as expressve,” and that the encryption regulations were an uncongtitutiona
prior restraint on speech. Berngein v. United States Dept. of Justice, 176 F.3d 1132, 1141, 1145 (9th

Cir. 1999). The Ninth Circuit then voted to rehear the action en banc and withdrew the pand decison.
Berngein v. United States Dept. of Justice, 192 F.3d 1308, 1309 (9th Cir. 1999). Before the action was

heard en banc, the Department of Commerce issued regulations amending the EAR’ s encryption
provisons. 65 Fed. Reg. 2492 (Jan. 14, 2000). The action was then remanded to this court for further
proceedings.

LEGAL STANDARD

Summary judgment is proper when the pleadings, discovery and affidavits show that thereis“no
genuine issue asto any materid fact and that the moving party is entitled to judgment as a matter of law.”
Fed. R. Civ. P. 56(c). Materid facts are those which may affect the outcome of the case. Anderson v.
Liberty Lobby, Inc., 477 U.S. 242, 248 (1986). A dispute asto amaterid fact is genuineif thereis

sufficient evidence for areasonable jury to return a verdict for the nonmoving party. 1d. The moving party
for summary judgment bears the burden of identifying those portions of the pleadings, discovery and
affidavits that demondtrate the absence of a genuine issue of materid fact. Celotex Corp. v. Cattrett, 477

U.S. 317, 323 (1986). On an issue for which the opposing party will have the burden of proof at trid, the
moving party need only point out “that there is an absence of evidence to support the nonmoving party’s
cae” 1d.

Once the moving party meetsitsinitia burden, the nonmoving party must go beyond the pleadings
and, by its own affidavits or discovery, “set forth specific facts showing that there is a genuine issue for
trid.” Fed. R. Civ. P. 56(e). Mere allegations or denias do not defeat amoving party’sdlegations. 1d.;
see dso Gasaway v. Northwestern Mut. Life Ins. Co., 26 F.3d 957, 960 (Sth Cir. 1994). Nor isit




UNITED STATESDISTRICT COURT

For the Northern District of California

© 00 N o o B~ W N PP

N RN NN NN NNDNDPRPEBR P R B B P P P
©® N o O~ W N P O © 0 N o o M w N P O

aufficient for the opposing party smply to raise issues as to the credibility of the moving party’s evidence.
National Union Fire Ins. Co. v. Argonaut Ins. Co., 701 F.2d 95, 97 (Sth Cir. 1983). If the nonmoving

party falsto show that there is a genuine issue for trid, “the moving party is entitled to judgment as a matter
of law.” Celotex Corp., 477 U.S. at 323.

On moetion for summary judgment, the court does not make credibility determinations, for “the
weighing of evidence, and the drawing of |egitimate inferences from the facts are jury functions, not those of
ajudge” Liberty Lobby, 477 U.S. a 249. Inferencesto be drawn from the facts must be viewed in the
light most favorable to the party opposing the motion. Masson v. New Y orker Magazine, 501 U.S. 496,
520 (1991).

DISCUSSION

Berngtein contends that the EAR’s provisions gtill condtitute prior restraint because they require him
to apply for alicense to engage in protected expresson. Bernstein aso argues that the EAR are content-
based regulations of speech that violate the First Amendment by, among other requirements, compelling him
to notify the government every time he changes encryption code while collaborating with a foreigner.

Findly, Berngtein maintains that the EAR are vague and overbroad.

Defendants reply that Berngtein has not suffered the requisite injury in fact to support standing in this
action, since the BIS has assured him in three advisory opinions that his activities are not subject to licensng
by the EAR, and Berngtein has not submitted to BIS any of the encryption programs he contends could be
subject to the EAR. Even if Berngtein does have sanding, defendants argue that the EAR licensing
provisons do not riseto the level of prior restraint. The notification provision, defendants contend, isa
content-neutral regulation that satisfies intermediate scrutiny under the First Amendment.

l. The Current EAR

The Commerce Control List subjects certain types of “encryption software’ to the EAR under
Export Control Classfication Number (“ECCN”) 5D002. 15 C.F.R. § 774, Supp. 1. “Encryption
software” is defined as [ clomputer programs that provide capability of encryption functions or
confidentidity of information or information systems. Such software includes source code, object code,
applications software, or system software.” 1d. 8 772.1. Encryption software that performs “authentication
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or digital signature” functions, such as protecting PINs or passwords, is not regulated under ECCN 5D002.
Id. 8 774, Supp. 1, 5D002(c)(1), 5A002(a)(1).

The EAR prohibit export of any item subject to the EAR or re-export of any item of U.S. origin
without alicense. 1d. 8 736.2(b)(1). To be subject to the EAR, the item must first be in the United States
or of U.S. origin. 1d. 8 734.3(a). Re-export and export from abroad of foreign-made encryption items
such as software is dso prohibited if thereis any controlled U.S. content. 1d. 88 736.2(b)(2), 734.4(b).
Thus, encryption software remains of U.S. origin even if it is“redrawn, used, consulted, or otherwise
commingled abroad in any respect” with other software. 1d. § 734.4(h). If “encryption software” is subject
to the EAR because of “El,” or “Encryption Item,” reasons? then alicense is required for export or re-
export to every country except Canada. 1d. § 742.15(a).

The EAR dso prohibits export, re-export, or transfer of “any item subject to the EAR and exported
or to be exported with knowledge’ that aviolation of the EAR “has occurred, is about to occur, or is
intended to occur in connection with theitem.” 15 C.F.R. § 736.2(b)(10). “Knowledge’ is defined to
include “not only positive knowledge that the circumstance exists or is substantiadly certain to occur, but
as0 an awareness of a high probability of its existence or future occurrence.” 15 C.F.R. 8§ 772.1.

Export of encryption source code and object code is an “actua shipment, transfer, or tranamission
out of the United States” or a*“trandfer of such software in the United States to an embassy or ffiliate of a
foreign country.” 1d. 8 734.2(b)(9)(1). Export includes downloading such code to “eectronic bulletin
boards, Internet file transfer protocol and World Wide Web sites’ that can be accessed outside of the
United States or “making such software available for transfer outside the United States” over such
“communicetion facilities” aswire, cable or radio. 1d. 8 734.2(b)(9)(ii).

Re-export of software is defined as*an actua shipment or transmission of items subject to the EAR
from one foreign country to another foreign country” or “release of . . . software subject to the EAR to a
foreign nationa outside the United States” 1d. 734.2(b)(4). Releaseis“visud inspection by foreign
nationds of U.S.-origin equipment and facilities” “ord exchanges of information,” or “application to
Stuations abroad of persona knowledge or technica experience acquired in the United States.” Id. 8
734.2(b)(3). Any releaseto aforeign nationa is consdered are-export to the person’s home country. 1d.
§ 734.2(b)(5).*
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Export and re-export of encryption source code and object code under ECCN 5D002 require a
license unless there is an gpplicable exception. 1d. 8 736.2. Encryption source code and object code
compiled from the source code may be exported or re-exported under the “technology and software
unrestricted” (“TSU”) license exception if the code is “publicly available” 1d. § 740.13(e)(1), (e)(5).
“Publicly avalable’ code mugt “dready [be] published or will be published,” stem from “fundamenta
research,” be “educationd,” or be part of certain patent applications. 1d. 8 734.3(b)(3). To be digiblefor
the exception, notification must be sent by emall to the BIS “of the Internet location (eg., URL or Internet
address) of the source code or a copy of the source code by the time of export.” 1d. 8 740.13(e)(5)
(emphasis added). The TSU exception does not apply to knowing exports to terrorist countries, but
posting code on the Internet does not establish such “knowledge” 1d. § 740.13(e)(3), (4).°

“Technicd assstance’ concerning encryption software is an activity that is dso subject to the EAR.
I1d. 8 734.5. The EAR prohibit a“U.S. person” from providing “technica assstance (including training) to
foreign persons with the intent to aid a foreign person in the development or manufacture outside the United
States of encryption commodities and software’ that would fall under ECCN 5D002 if in the United States.
1d. 8 744.9(q). “Technicd assstance’ “[m]ay take forms such asingruction, skills training, working
knowledge [and] consulting services.” 1d. § 772.1. The provision exempts ass stance as to otherwise
permissible exports, such as those subject to the TSU exception. 1d. § 744.9(a). “[M]ere teaching or
discussion of information about cryptography,” such as “in an academic setting or in the work of groups or
bodies engaged in sandards development,” does not establish the necessary intent “even where foreign
persons are present.” 1d.

Viadlations of the EAR can result in adminigrative sanctions, civil pendties, or in the case of
knowing violaions, crimind pendties. I1d. 8§ 764.3. Willful violations by individuas can incur fines of up to
$250,000 or ten yearsimprisonment. 1d. § 764.3(b)(2)(1).

Il.  Sanding

“[T]heirreducible conditutiona minimum of standing” requires thet there be injury in fact, a“causd
connection” between the injury and the defendants conduct, and alikdihood thet the injury will be
redressed by afavorable decison. Lujanv. Defenders of Wildlife, 504 U.S. 555, 560 (1992). Theinjury
in fact must be both * concrete and particularized” and “actud or imminent, not conjecturad or hypothetical.”

6
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1d. (quotations omitted). Asthe Ninth Circuit noted in Thomas v. Anchorage Equa Rights Commission,
220 F.3d 1134 (9th Cir. 2000), determining whether a plaintiff who brings a pre-enforcement challenge has
shown injury in fact often implicatesripeness. 1d. a 1139 (“We need not delve into the nuances of the
digtinction between the injury in fact prong of standing and the congtitutional component of ripeness: in this
case, the anadlysisisthe same”).

Berngtein contends that he is injured because the following activities are prohibited without a
license: (1) sharing encryption code with foreign persons a a conference in the United States, knowing that
those persons do not comply with the EAR; (2) pogting to the Internet encryption software written in
assembly language; (3) posting to the Internet encryption software that has an “ open cryptographic
interface” which supports externa software; (4) posting to the Internet an “Introduction to Cryptography”
that explains how to write encryption source code; (5) posting to the Internet “mirrors’ of encryption code
found elsewhere; and (6) pogting to an Internet newsgroup encryption source code, knowing that this code
is sent to computersin Iran.® Berngtein dso contends that heisinjured because it is unclear whether
encryption software intended to protect against forgery but that can aso be used to protect against
eavesdropping is subject to the EAR. Findly, Berngein maintainsthat he isinjured because it isimpractica
for him to take advantage of the TSU license exception when he is sharing encryption code with foreign
persons at a conference in Canada.

To survive amotion for summary judgment, Berngtein must set forth facts showing that he faces“a
redigtic danger of sustaining adirect injury as aresult of the satute’' s operation or enforcement.” Babbitt v.
United Farm Workers Nat'| Union, 442 U.S. 289, 298 (1979). It is not enough to point to the “mere

exigence’ of a datute to show injury; there must be a“* genuine threet of imminent prosecution.’”” Thomes,

220 F.3d at 1139 (quoting San Diego County Gun Rights Comm. v. Reno, 98 F.3d 1121, 1126 (Sth Cir.

1996). “In evauating the genuineness of a claimed threat of prosecution,” the Ninth Circuit looks to three
factors. “whether the plaintiffs have articulated a concrete plan to violate the law in question; whether the
prosecuting authorities have communicated a specific warning or threat to initiate proceedings; and the
history of past prosecution or enforcement under the chalenged statute.” 1d. (quotation omitted).

The firgt factor—a concrete plan— need not be “cast in stone,” but it must be “something more
than ahypotheticd intent to violate thelaw.” 1d. a 1139. Berngtein has declared that the EAR keep him

7
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from engaging in activities he would otherwise pursue. Thus, for example, Berngtein satesthet heis
refraining from posting encryption code to the Internet because he does not know whether the codeis
subject to the EAR. Bernstein Dec. Supp. Pl.’s Mot. Summ. J. 11 135-59. Bernstein has also stated that
he plansto refrain from collaborating with foreign colleagues at specific conferences in the United States
and in Canada because he fears prosecution. 1d. 1123, 113, 119, 120-21 & 128.

These satements are sufficient to show a concrete plan. Unlike the plaintiffs in Thomas, who could

not “ specify when, to whom, where, or under what circumstances’ they might violate the law, 220 F.3d at
1140, Berngtein has described particular Stuations where he claims he would violate the EAR if he did not
censor hisactions. Requiring Berngtein to state the day and time he planned to violate the law would turn
thisfactor into arigid formula. Taking dl inferencesin favor of Berngtein, asthis court is required to do on
amotion for summary judgment, Berngtein' s statements clearly demondtrate “ something more than a
hypotheticd intent to violate the law.” 1d. at 1139.

The second factor is a pecific threat of enforcement toward Berngtein that is“credible,” not
“imaginary or peculative” Babbitt, 442 U.S. a 298. Bernstein need not wait until heis prosecuted before

bringing a congtitutiona chalenge, but he must show that he has *an actua and well-founded fear that the
law will be enforced againgt him.”  Virginiav. American Booksdlers Assn, 484 U.S. 383, 393 (1988).
“When plaintiffs ‘do not claim that they have ever been threatened with prosecution, that a prosecution is

likely, or even that a prosecution is remotely possible,’ they do not alege a dispute susceptible to resolution
by afederd court.” Babbitt, 442 U.S. at 298-99 (quoting Y ounger v. Harris, 401 U.S. 37, 42, 91
(1972)).

Berngtein has not set forth any facts showing a specific threat of enforcement. In responseto
Berngein’sinquiries, the BIS advised him in three opinions thet he is no longer prohibited from exporting his
encryption items and can now take advantage of the TSU license exception.” Bernstein maintainsthat BIS
specificaly threatened him in its advisory opinions when it Stated that posting code to the Internet does not
require alicense “provided that” he supplied written notification of the web Site or acopy of the source
code. Kritzer Dec., Exh. 5, a 1-2 (emphasisin origind). The emphasized words do not convert a
description of the TSU license exception into a specific threat, particularly when Berngein clamsthe
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exception does not apply to hisactivities. At mogt, the statement makes clear that Bernstein must notify the
BIS to take advantage of the TSU exception.

BIS specificaly advised Berngtein that three of his activities do not need alicense because they are
subject to the TSU license exception. Initsfirst opinion, BIS stated that Bernstein was not prohibited from
assigting others with writing source code, even if the advice included actua source code, as long asthe
code was publicly available. Kritzer Dec., Exh. 3a 3. The BIS later advised Bernstein that posting
mirrors on the Internet is subject to the TSU license exception, and there is no duty to inquire whether the
origina document was posted in accordance with the EAR. 1d., Exh. 5a 2. When Berngein asked if his
“pre-export knowledge” that a newsgroup posting “fed into Iran as part of a generd Usenet feed” wasa
violation of the regulations, Kritzer Dec., Exh. 2 a 2, the BIS responded that such knowledge would not
“condtitute adirect, knowing export,” id., Exh. 4 a 3. Thus, thereis clearly no threat of enforcement
againg Berngtein for pogting “ Introduction to Cryptography,” mirroring documents or posting to
newsgroups that are accessed in Iran.

Three more of Berngtein’s activities concern specific types of encryption software that Bernstein
clams, in srained readings of the EAR, either require alicense or may require one. None of the advisory
opinionsindicate that Bernstein is prohibited from exporting these types of software® Bernstein has not
submitted any of the software to BIS for classfication, as he did with the Snuffle program before hefiled his
first complaint.” Moreover, defendants have submitted a declaration by Bernard Kritzer, Director of the
BIS office respongble for issuing advisory opinions, stating that the code his office found either on the
Internet or in Berngtein's declarations was in fact subject to the TSU license exception. Kritzer Second
Dec. 1116-9. Kritzer aso declared that the BIS did not treat assembly language code any differently than
compiled code. 1d. 110. Although such adeclaration is not dispostive because it was prepared after the
second supplemental complaint was filed, these statements taken together with alack of any other evidence
show no credible threat of enforcement againgt Berngtein for exporting these types of software.

Thefind two activities occur at conferences, where Berngtein shares encryption code with his
colleagues. Berngtein contends that the BIS s decision not to enter into a stipulaion waving EAR
requirements as to his conference activities is a specific threat of enforcement.!® Contrary to Bernstein's

characterization, the decison is not a threet to enforce the EAR againgt Berngtein for these activities, but a

9
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refusa to exempt Berngtein from the reach of the EAR. Berngtein dso finds athreat of enforcement in the
following statement by BISin itsthird advisory opinion: “[N]otification is required each time a new
encryption agorithm in source code is made publicly avaladle. ... A new encryption dgorithm is, with
respect to a verson previoudy notified, any agorithm that has been modified so that identica input resultsin
different output.”** Kritzer Dec., Exh. 5a 2 n. 3. Such agenerd statement does not, however, rise to the
level of a specific threat of enforcement for Bernstein's collaboration with foreign colleagues.

Berngtein maintains that a specific threat of enforcement exists because his activities could be
prohibited by the EAR. Thus, for example, Berngtein clams heis chilled from posting assembly language
code to the Internet because aliterd reading of the EAR limitsthe TSU license exception to “ compiled”
source code. This argument finds some support in Cdifornia Pro-Life Coungil, Inc. v. Getman, 328 F. 3d

1088 (9th Cir. 2003), where the Ninth Circuit held there was a specific threet of enforcement since the
Satute “appears to regulate’ the planned activities. |d. at 1095 (“[F]ear of prosecution will only inureif the
plaintiff’ s intended speech arguably falswithin the satute sreach.”). As Cdifornia Pro-Life Council

recognizes, however, the * self-censorship door to standing does not open for every plaintiff. The potentia
plaintiff must have ‘an actud and well-founded fear that the law will be enforced againg him.”” 328 F. 3d
at 1095 (quoting Virginiav. American Booksdlers Assn, 484 U.S. 383, 393 (1988)).

Berngtein has not put forth any facts to show hisfear of enforcement iswell-founded. His readings

of the EAR, even if possible interpretations of the regulations language, do not comport with the EAR’s
overdl purpose or with any advice he has been given by the BIS. Smply because Bernstein can interpret
the EAR to prohibit certain activities does not mean that those interpretations are reasonable. Asthe Ninth
Circuit’s most recent en banc decision on pre-enforcement challenges makes clear, “the mere existence of

aproscriptive gatute” is not enough to justify standing. Thomas, 220 F.3d at 1139.

The third factor isthe history of enforcement under the EAR. Berngein pointsto past enforcement
againg other cryptographers, a BIS Internet page that provides 2001 statistics about license applications,
and a BIS press release about a company that settled alegations it exported encryption software without a
license. Bernstein Dec. Opp. Defs” Mot. Summ. J. 112—7. None of these examples are relevant to
Bernstein's position. The past enforcement againgt cryptographers occurred under ITAR, not the EAR.*
The gtatistics on the Internet do not prove anything more than that some exporters who applied for licenses

10
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were denied them. 1d., Exh. B at 94 (“the United States rejected five gpplications’). And the settlement in
the press release was againgt a business that exported software to two firmsin South Korea. 1d., Exh. A.
Where the record of enforcement is limited and of a different nature than the enforcement plaintiff fears, it
does not show a history of enforcement adequate to support standing. Thomas, 220 F.3d at 1140-41.
Therefore, dthough Bernstein has demonstrated a concrete plan, he has not been subject to a
specific threat of enforcement and cannot point to a history of enforcement that supports his claim of injury.
Asin Thomas, the threat of prosecution is “theoreticdly possible’ but “not reasonable or imminent.” 1d.
Even if Berngtein'sinjury were condtitutionaly sufficient for standing, prudential concerns of ripeness would
counsdl againgt accepting jurisdiction. “[T]o prevent courts, through avoidance of premature adjudication,
from entangling themselves in abstract disagreements,” courts must consider “the fitness of the issues for
judicid decison” and “the hardship to the parties of withholding court consderation.” Abbott L aboratories

v. Gardner, 387 U.S. 136, 148, 149 (1967). Without a determination from BIS that a specific activity is
prohibited by the EAR, there is no factua context for this court to resolve the condtitutiona challenges
againg the regulations. Moreover, defendants repeated assurances that Bernstein is not prohibited from
engaging in his activities weigh strongly againgt any hardship to Berngein. If and when there is a concrete
threat of enforcement againg Berngtein for a gpecific activity, Bernstein may return for judicia resolution of
that dispute.

Berngtein presented a concrete case or controversy when he first challenged the State
Department’ s classfication of his Snuffle computer program as a munition, and then again when control
over the program was transferred to the Department of Commerce. Since then, the regulations governing
export of encryption items have changed subgtantialy. Bernstein no longer contends that he is prohibited
from exporting Snuffle, but instead dleges alaundry list of activities that may or may not violate the EAR.
In the process, this action has devolved into the world of hypotheticals, and like Thomeas, isa“casein
search of acontroversy.” Thomas, 220 F.3d at 1137.

11
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CONCLUSION

For the foregoing reasons, Bernstein has failed to put forth specific facts demongrating thet he has

ganding to bring thisaction. The court therefore GRANTS defendants motion for summary judgment and

DENIES plaintiff’s motion for summary judgment.

IT 1SSO ORDERED.

Dated: July 28, 2003

&)
MARILYN HALL PATEL
Chief Judge
United States Digtrict Court
Northern Didrict of Cdifornia
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ENDNOTES

1. Because both defendants and plaintiff rely on materias outsde the pleadings for their
arguments—including whether plaintiff has standing—this court will treat defendants motion as one for
summary judgment. See Grove v. Mead School Dist. No. 354, 753 F.2d 1528, 1533 (9th Cir. 1985),
cert. denied, 474 U.S. 826 (1985).

2. Facts are taken from this court’s previous opinions or from the parties submissions as noted.

3. Softwareis controlled for “EI” reasons under EAR if the software was an encryption item on the USML
under ITAR. 15 C.F.R. 8 774, Supp. 1.

4. Section 734.2(b)(9) specifically defines export of encryption software, but thereis no similar provison
defining re-export of such software. This leads to seemingly incongruous results. For example, release of
encryption code to aforeign nationd in the United Statesis not an export under section 734.2(b)(9), while
release to aforeign national in aforeign country would be are-export under section 734.2(b)(4).

5. These countries are Cuba, Iran, Irag, Libya, North Korea, Sudan and Syria. 15 C.F.R. 8
740.13(e)(4).

6. Berngein argues in his mation papers that the EAR aso prohibits him from publishing encryption
software and technology because of its narrow definition of “published.” Since Berngtein did not alege this
activity in his complaint, the court will not addressit.

7. Exporters may request an advisory opinion from the BIS on “whether alicenseisrequired, or likely to
be granted, for a particular transaction,” or “for guidance regarding other interpretations of the EAR.” 15
C.F.R. 8§ 748.3(9). Although BIS does not consider the opinions binding, id., the statements go to whether
Berngtein’s fear of prosecution was reasonable.

8. Even though the opinions did not specifically address these types of software, the context shows no
threat of enforcement. Bernstein claims that he must get alicense for export of programs written in
assembly language, because the EAR defines “ source code’ as code that can be compiled, not assembled.
When Berngtein asked BIS whether “interpretive languages [such as Perl and LISP] and other types of
programs that do not fit into the regular source/object model” were considered source code or object
code, Kritzer Dec., Exh. 1 a 9, BIS responded that “[€]ncryption programs written in programming
languages such as PERL or LISP can be exported under license exception TSU if they meet” the publicly
avallable requirement, id., Exh. 3a 2. Although BIS did not specificaly mention the assembly
programming language, it is clear from this satement that the TSU exception covers more than code that is
or can be “compiled.” Similarly, in its discussion of open cryptographic interfaces, BIS does not give any
indication that there is a separate category of such interfaces that would be prohibited because the
interfaces are not consdered “ source code.” Instead, the BIS statesin its advisory opinion that source
code is subject to TSU exception even if includes an open cryptographic interface. 1d., Exh. 3 at 2.
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9. When Snuffle became subject to the EAR, BIS admitted that the regulatory framework as applied to the
program remained the same; therefore, it was not necessary for Berngtein to request another classification
to have standing.

10. The proposed stipulation read: “ The Secretary [of Commerce] will not impose, or seek or encourage
the imposition of, civil pendties or crimind sanctions for the 2002 Conference Activities. If the Export
Adminigtration Regulations...impose any licensng requirements, notification requirements, or other
requirements upon the 2002 Conference Activities, the Secretary hereby waives those requirements as
applied to the 2002 Conference Activities” Berngtein Dec. Opp. Defs” Mot. Summ. J. 9. Defendants
atorney stated that defendants “ obvioudy cannot stipulate, as you propose, that Dr. Bernstein or any other
individud isexempt fromthe EAR.” Id., Exh. D a 1. Berngtein informed defendants that he understood
this decison “ as a specific threet of punishment under EAR for some or dl of the 2002 Conference
Activities” 1d., Exh. Eat 2.

11. At ord argument, Berngtein contended that the purpose of collaborating with his colleaguesisto
change the dgorithm such that it results in adifferent output. Each “tweeking” of the code thusresultsin a
new agorithm, requiring notification.

12. Another cryptographer, for example, posted encryption software on the web and then received a letter
from the Department of State warning that the software needed a license under ITAR. Demberger Dec.
2-3.
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